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DATA TRECUTA

 fisiere binare ELF

sistemul de operare: procese si spatiul memoriei




CUPRINS

- secventa de boot (detaliata)
 Dbootloader simplu

- astazi folosim Netwide Assembly (NASM) si Windows




SECVENTA DE BOOT

la pornirea calculatorului este activat BIOS-ul

BIOS-ul este in RAM:

* realizeaza Power-On Self Test (POST procedure)

* incarca bootloader-ul

* scopul este gasirea sistemului de operare si rularea sa
*  0OS-ul este cautat pe HDD/SSD/CD-ROM/USB/floppy

unde este bootloader-ul?
* primul sector (primii 512 bytes) de pe dispozitiv

- de unde stim ca e bootloader? magic number: 0XAA55

bootloader-ul gasit este incarcat in memorie la 0x7CO00




SECVENTA DE BOOT

 unde este bootloader-ul?
« primul sector (primii 512 bytes) de pe dispozitiv
- de unde stim ca e bootloader? magic number: OXAAS5

* Dbootloader-ul gasit este incarcat in memorie la 0x7C00

« pentru ca "primul bootloader” este limitat la 512 bytes, acesta
incarca defapt inca un bootloader care nu mai are limitari

« pe Windows, bootloader-ul este la
Windows\System32\ntoskrnl.exe

« 1in tot acest timp, procesorul este in modul de lucru pe 16 biti




SECVENTA DE BOOT

bits 16
loop:

jmp loop

times 518 - ($-%$3%) db @

dw Bxaash

CPU functioneaza pe 16 biti

$ - adresa instructiunii actuale

$$ - adresa sectiunii .text

nasm -f bin bootloader-dev.asm -o bootloader.bin



SECVENTA DE BOOT

Our bootloader
512 bytes in total

Proper bootloader
512 bytes in total

jmp loop (2 bytes)

Filled with 508 0x00 bytes

Oxaa55 (2 bytes)

nasm -f bin bootloader-dev.asm -o bootloader.bin

Code (440 bytes)

Disk signature (4 bytes)

Nulls (2 bytes)

Partition table (64 bytes)

Oxaa55 (2 bytes)




HXD

« vom folosi tool-ul HxD pentru a verifica continutul HD

« HxD este un tool pentru e vizualiza/edita:
« HD/SSD
- fisiere
* procese

https://mh-nexus.de/en/hxd/



180 HD - [Windows (3]

j File Edit Search View Analysis Tools
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0O0000OLED 00 00
0000000LFD 00 00
0000000200 07 00
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000000032Z0  OF EA
0000000330 00 80
0000000340 66 D3
0000000350 02 66
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Special editors

Data inspector

144 b #l

Sector 0O

Intg

Ulnt2

Int16

Ulnt16

Int24

Ulnt24

Int32

Ulnt3z

Int6d

Ulrited

LEB128

ULEB128
AnsiChar f charft
WideChar / charlé_t
UTF-8 code point
Single (float3d)
Double {floated)
OLETIME

FILETIME

DOS date

DOS tirme

DOS time & date
tirne_t (32 hit)
time_t (64 bit)

GUID

Disassembly (xB6-16)
Disassembly (xB6-32)
Disassembly (xB6-64)

Zector 1

Byte order
@) Little endian
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Owerarite

FEEE

=
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EEEEEEI

11101011

-1

235

21227

21227
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2]

Tst continuation byte invalid
1210676608
5.73020034011922E-153
12/30/1899

3/16/8082 2:53:38 AM
71200

10:23:22 AM
A/16/201910:23:22 A
10/8/2011 1:40:53 P4
Irealid
{4EQ052EE-4654-2053-2020-2000C
jmp short $00000054
jmp short $00000054
jmp short $00000054

O Big endian

[JHexadecimal basis éfor integral numbers)




M0 HxD - [Windows {C]
;ﬂ File Edit Search “iew Analysis Tools Window Help

2GR 1 RC RN || windows (BNST) | hex v 44 PF Pl Sector ols
=8 Windows (C3)

Cffset (h) 00 01 0z 03 04 05 08 O7 05 09 OA OB OC OD OE OF Decoded text

QooooooooD  EE SZ 90 4E 54 46 53 Z0 20 20 20 00 02 05 00 00 Sector O
Qoooooooin o0 00 00 OO0 00 FS OO0 OO0 3F OO0 FF OO 00 00 o0 oo

Qoooooooz0 00 OO0 00 OO0 80 00 80 OO FF 2F F8 Yo 00 00 00 OO

Qooooooo30 00 00 OC OO0 00 00 00 00 02 00 00 00 00 00 o0 oo
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0000000090 18 65 14 00 B4 45 84 1s OE 00 8B F4 18 1F CD 13 .h.. H3...:d..1I.
0000000040 SF 53 C4 18 9E 58 1F 72 E1 3B O OF 00 75 DB .3 ¥fh.2X.rd:...ufls
00000000ED  OF OO0 C1 2E OF OO0 04 1E 54 33 DB B9 00 20 2B 08 ..h..... 3. +E
Qoooooooco 66 FF 06 11 00 03 16 OF 00 SE C2 FF 06 16 00 EE  f£¥#....... Piy...e
0000000000 4B 00 2B €8 77 EF BS OO0 BB CD 1k 68 23 CO 75 20 KE.+Ewi,.»I.f#iu-
00000000ED 66 51 FB 54 43 S50 41 75 24 81 F9 02 01 72 1E 16 f£.4TCPAud.l..r..
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Qoooooo1z0 06 66 AL 11 00 66 03 06 1C 00 1E 66 65 00 00 00 .f5..f£..... fh..
0000000130 00 66 50 06 53 68 01 OO0 63 10 00 B4 42 5L 18 OE .£P.Sh..h.. BS..
0000000140 00 16 IF 8B F4 CD 13 65 59 5B 5L 68 59 68 59 1F  ...¢&8I.£Y[ZE£YEY.
Qoooooo1s0  OF 52 16 00 66 FF 06 11 00 03 16 OF 00 SE C2 FF ., ..f¥ By
0000000160 OFE 16 00 75 BC 07 1F 68 61 C3 A1 Fs 01 EZ 09 00 ...uk..faljd.e..
0000000170 A1 Fi 01 ES 03 00 F4 EE FD 8B FO AC 3C 00 74 09  jd.é&..08% &<.T.
0000000180 B4 OFE BE O7 00 CD 10 EE F2 3 OD OL 41 20 64 69 “.w»..I.gak..a di
Qoooooo1s0 73 6B EZ0 Y2 65 6l 64 Z0 65 Vi V2 6F 7E 20 6F 63 sk read error oc
Qoooooo1aD 63 75 Y2 Y2 65 64 00 OD OA 42 4F 4F 54 4D 47 52 curred...BOOTHGE
Qo000001ED 20 &5 73 Z0 63 oF 6D 70O 72 65 73 Y3 65 64 00 OD is compressed..
Qooo0oo1co 0OA 50 72 65 73 73 20 43 74 V:Z 6C ZE 41 6C 74 ZE  .Press Ctrl+ldlt+
Qoooooo1pn 44 65 6C Z0 74 6F 20 72 65 73 74 61 72 74 OD 0OL Del to restart..
Q0O000001ED 00 OO0 0O OO0 00 00 00 00 00 OO0 00 00 00 00 o0 oo
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QEMU

 Quick Emulator (QEMU)

« emulator open-source

- emuleaza un procesor (si periferice etc.)
- foloseste traducere binara dinamica (dynamic binary translation)
* putem testa secventa de boot

https://www.qemu.org/



QEMU

« rulam programul nostru anterior

« gemu-system-x86_64.exe bootloader.bin

QEMU — o x

Machine View
SeaBIDS (version rel-1.14.80-0-g155821a1990b-prebuilt.gemu.org)

iPXE (http:rripxe.org) 00:03.0 CAGO PCIZ.10 PnP PMM+O7F8F390+07EEF390 CAOQ

Booting from Hard UiaT .

https://www.qemu.org/



MEMORIA LA BOOT
___/\

Free

0x100000

0xC0000

0xA0000

0x9fc00

Free (638 KB)

0x7e00 |-
0x7c00

0x500
0x400

0x0

https://www.cs.bham.ac.uk/~exr/lectures/opsys/10_11/lectures/os-dev.pdf



MEMORIA LA BOOT

bootloader-x.asm .

bits 16

; Define a label X that is a memory offset of the start of our code.
; It points to a character B.
X:

db "B"

: Move offset of x to bx
mov bx, X

; Add Ox7¢00 to bx - it's universally known that BIOS loads bootloaders to this locati
add bx, 0x7c00

: Move contents of bx to al
mov al, [bx]

; Prepare interrupt to print a character in TTY mode and issue the interrupt.
mov ah, Ox0e
int 0x10

times 510 - ($-$%) db 0
dw Oxaab5

https://www.ired.team/miscellaneous-reversing-forensics/windows-kernel-internals/writing-a-custom-bootloader



MEMORIA LA BOOT

% HxD - [qemu-system-x86_64.exe (10752)] - O X i potless)
M File Edit Search View Analysis Tools Window Help - % SEUISN !
= — ooeeee00:] u2bb PBEO 8a87 bude cdle 0666 Je
- e d- 16 v Windows (ANSI) V|| hex M peo¥TD" 0000 0OOO DOOO DOOO BOOO AAAG

B gemu-system-x86_64.exe (10752) 0P00PE20: 0OPE ODEAA_REEO—EUUD G000 6068
ARRSHBESET DOOE 000D OGEO DDOO BOBD BO68
0006606U0: 0606 OOPO OOBO PDEO G060 6068
©0060650: 0606 OOOO OOEO DODOO G060 6068
booeoeco: 0006 0bEO OBEO DDOO BOBD 6008
808000870 0600 00EO 0POO BOBD BOA8
0000068860: 0808 o680 8068

Machine View
SeaBI0OS (version rel-1.14.0-0-g155821a1990b-prebuilt.gemu.org)

iPXE (http: ipxe.org) 00:03.0 CAOO PCIZ.10 PnP PMM+0O7F8F390+07EEF390 CAGOO

ting from Ha




AFISARE LA BOOT

bits 16

; Tell NASM that we expect our bootloader to be laoded at this address, hence offsets
—p  0Yg OXx7c00

; Define a label X that is a memory offset of the start of our code.
; It points to a character B.
X:

db "B"

; Move offset of x to bx
mov bx, x

; Add 0x7c00 to bx - it's universally known that BIOS loads bootloaders to this locati
; add bx, 0x7c00

; Move contents of bx to al
mov al, [bx]

; Prepare interrupt to print a character in TTY mode and issue the interrupt
mov ah, Ox0e
int 0x10

times 510 - ($-$%) db O
dw Oxaab5s

https://en.wikipedia.org/wiki/BIOS_interrupt_call



AFISARE LA BOOT

; Tell NASM that we expect our bootloader to be laoded at this address, hence offsets sl
org 0Ox7c00

; Set background and foreground colour

mov ah, 0x06 ; Clear / scroll screen up function

xor al, al ; Numbexr of lines by which to scroll up (00h = clear entire window)

X0T €X, CX ; Row,column of window's upper left corner

mov dx, 0x184f ; Row,column of window's lower right corner

mov bh, 0x4e ; Background/foreground colour. In our case - red background / yellow f¢
int 0x10 ; Issue BIOS video services interrupt with function 0x06

; Move label's bootloaderBanner memory address to si

mov si, bootloaderBanner

; Put 0Ox0e to ah, which stands for "Write Character in TTY mode" when issuing a BIOS Vi
mov ah, Ox0e

loop:
; Load byte at address si to al
lodsh
; Check if al==0 / a NULL byte, meaning end of a C string
test al, al
; If al==0, jump to end, where the bootloader will be halted
jz end
; Issue a BIOS interrupt 0x10 for video sexvices
int O0x10
; Repeat
jmp loop
end:
; Halt the program until the next interrupt
hlt
bootloaderBanner: db " uulUUUUUUUUL",13,10," uuUuuuuvUUUULULUULULYL ", 13,10,

; Fill remaining space of the 512 bytes minus our instrunctions, with 00 bytes

; $ - address of the current instruction

; $$ - address of the start of the image .text section we're executing this code in
times 510 - (%$-%%) db 0

; Bootloader magic numberx

dw @xaa55
https://en.wikipedia.org/wiki/BIOS_color_attributes




SECTORUL DE BOOT COPIAT

U@L Bl @916 <] Windows (ans) | hex

[ bootloaderbin ] Untitled (D) ] Untitled

Cffset(h) 00 01l 02 03 04 05 06 07 OB 09 Q& OB OC OD QE OF Decodsd text

00000000 B4 06 30 CO 31 CS BA 4F 18 B7 4E CD 10 BE 1C 7C ~.0AIE®0. -NI.%.|
00000010 B4 DEIAC 84 CO 74 04 CD 10 EB F7 F4 20 20 20 20 ~.-,.At.iI.&zd

Q0000020 20 2CG-20 20 20 20 75 75 55 55 55 55 55 55 55 55 [riksLnneiaiaee)
Q0000030 75 75 OD OA 20 20 20 20 20 75 75 55 55 55 55 55 uu.. uuUUuoy
Q0000040 55 55 55 55 55 55 55 55 55 55 55 55 75 75 0D 02 UUUUDDOOUOUDuQ. .
Q0000050 20 20 20 20 75 55 55 55 55 55 55 55 55 55 55 55 nUUUUUOUoUoT
00000060 55 55 55 55 55 55 55 55 55 55 75 0D QA 20 20 75 TUOOUOUOODDwW.. u

Q0000070 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 UUUUUUUUUUUUUUUT
Q0000080 55 55 55 55 55 55 55 55 55 75 OD OAR 20 20 75 55 UUOUUOUUOUw. . ul
Q0000090 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 UUUUUUUOUUUUUUUU

Q00000AQ 55 55 55 55 55 55 55 55 75 OD DA 20 20 75 55 55 UUOUUUOOQR. . wuld
Q00Q000BQ 55 55 20 20 20 20 20 20 20 55 55 55 20 20 20 20 TO oug
Q00000C0 20 20 20 55 55 55 55 75 OD OA 20 20 20 55 55 55 TUUTa. . oo
Q00000D0 20 20 20 20 20 20 20 20 75 55 75 20 20 20 20 20 ulu
Q0Q000EQ 20 20 20 55 55 55 0D O& 20 20 20 55 55 55 75 20 ooo. . U00u
Q0QQ0000FQ 20 20 20 20 20 75 55 55 55 75 20 20 20 20 20 75 ulU0u u
Q00000100 55 55 55 0D OA 20 20 20 20 55 55 55 55 75 75 55 UOO.. UUUduud
Q0000110 55 55 20 20 20 20 20 55 55 55 75 75 55 55 55 55 UO [epnyeyiiviniegage)
Q0000120 OD OR 20 20 20 20 20 55 55 55 55 55 55 55 20 zZ0 .. [sjneyeeieie)
Q0000130 20 20 20 20 20 55 55 55 55 55 55 55 0D 04 20 20 Toguoog. .
00000140 20 20 20 20 20 75 55 55 55 55 55 55 55 75 55 55 wUIUUUOTudu
Q0000150 55 55 55 55 55 75 0D 04 20 20 20 20 20 20 20 20 TUUOOUOW. .
Q0000160 20 20 20 75 55 55 55 55 55 55 55 75 0D OA 20 20 uUUUoUUTa. .
Q0000170 20 20 20 20 20 20 20 55 55 55 55 55 75 55 75 55 [epneregejiiejiie)

Q0000180 75 55 55 55 OD O& 20 20 20 20 20 20 20 20 20 20 wUOU..

Q0000190 20 55 55 55 55 55 55 55 55 55 0D 0OA OD O& 20 20 oguooooud. ...
000001AC0 48 61 63 6B €5 €4 20 62 79 20 40 73 70 €F 74 63 Hacked by @spoth
Q00001B0 &5 70 &C €1 €E &5 T4 20 €1 74 20 &5 72 €5 €4 ZE eplancet at ired.
Q00001C0 74 &5 &1 €D 00 OO0 00 QO OO0 OO0 QO OO0 00 Q00 00 00 CeaM.....eiasans
Q00001D0 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 .....ieeeerrnnns
QQQ0001EQ 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .....ieeeerrnnns
Q00Q001FQ 00 00 00 00 00 00 00 00 00 00 00 00 00 00 55 AR ... vennnsnns a=




CE AM FACUT ASTAZI

am detaliat secventa de boot
am folosit tool-ul gemu

am scris un bootloader simplu




DATA VIITOARE ...

« Evaluarea de lalaborator




LECTURA SUPLIMENTARA

 Nick Blundell,
https://www.cs.bham.ac.uk/~exr/lectures/opsys/10 11/lectures/os-

dev.pdf

 Writing a Custom Bootloader, hitps://www.ired.team/miscellaneous
reversing-forensics/windows-kernel-internals/writing-a-custom-
bootloader

« cfenollosa, os-tutorial

 https://github.com/cfenollosa/os-tutorial/tree/master/00-environment

 https://github.com/cfenollosa/os-tutorial/tree/master/01-bootsector-
barebones

 https://github.com/cfenollosa/os-tutorial/tree/master/02-bootsector-
print

o https://github.com/cfenollosa/os-tutorial/tree/master/03-bootsector-
memory



https://www.cs.bham.ac.uk/~exr/lectures/opsys/10_11/lectures/os-dev.pdf
https://www.cs.bham.ac.uk/~exr/lectures/opsys/10_11/lectures/os-dev.pdf
https://www.ired.team/miscellaneous-reversing-forensics/windows-kernel-internals/writing-a-custom-bootloader
https://www.ired.team/miscellaneous-reversing-forensics/windows-kernel-internals/writing-a-custom-bootloader
https://www.ired.team/miscellaneous-reversing-forensics/windows-kernel-internals/writing-a-custom-bootloader
https://github.com/cfenollosa/os-tutorial/tree/master/00-environment
https://github.com/cfenollosa/os-tutorial/tree/master/01-bootsector-barebones
https://github.com/cfenollosa/os-tutorial/tree/master/01-bootsector-barebones
https://github.com/cfenollosa/os-tutorial/tree/master/02-bootsector-print
https://github.com/cfenollosa/os-tutorial/tree/master/02-bootsector-print
https://github.com/cfenollosa/os-tutorial/tree/master/03-bootsector-memory
https://github.com/cfenollosa/os-tutorial/tree/master/03-bootsector-memory
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